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Abstract

Theperformanceof elliptic curvebasedpublickey cryptosys-
temsis mainly appointedby theef�ciency of theunderlying
�nite �eld arithmetic. This work describesa recon�gurable
�nite �eld multiplier, which is implementedwithin the lat-
est family of Field ProgrammableSystemLevel Integrated
Circuits FPSLIC from Atmel, Inc. The architectureof the
coprocessoris adaptedfrom Karatsuba's divide andconquer
algorithmandallowsfor areasonablespeedupof thetop-level
publickey algorithms.TheVHDL hardwaremodelsareauto-
maticallygeneratedbasedon aneligible operandsize,which
permitstheoptimalutilizationof aparticularFPSLICdevice.

1 Intr oduction

Todaythereexistsawiderangeof distributedsystems,which
use communicationresourcesthat can not be safeguarded
againsteavesdroppingor unauthorizeddataalteration.Thus
cryptographicprotocolsareappliedto thesesystemsin order
to preventinformationextractionor to detectdatamanipula-
tion by unauthorizedparties.

Each application has different demandson the utilized
cryptosystem(e.g., in termsof requiredbandwidth,level of
security, incurred cost per node and numberof communi-
catingpartners.)The major market shareprobablyis occu-
piedby thelow-bandwidth,low-costandhigh-volumeappli-
cations,mostof which arebasedon SmartCardsor similar
low complexity systems.Examplesaregivenby themobile
phoneSIM cards,theGermanGeldKarteandvariousaccess
controlor electronicpaymentsystems.

Dependingon the underlying algorithms, today's cryp-
tosystemsfall in oneof two categories:symmetricor asym-
metriccryptosystems.

In symmetriccryptosystemsa singlekey is usedfor both,
theencryptionandthedecryptionprocess.This implies that
thekey hasto beknown by bothcommunicatingpartiesand
thus must have beentransmittedthrougha securechannel
beforehand.Spontaneoussecurecommunications,which is
necessaryin many epplications(e.g., in electronicpayment
systems)is notpossible.

In asymmetric(akapublickey) cryptosystems,as�rst pro-
posedin [1], eachparticipanthastwo keys, oneof which is
thepublickey andtheothertheprivatekey. While theprivate

key is only known by its owner, thecorrespondingpublickey
is publishedin a dictionaryandthuspublicly accessible.For
instance,whenAlice wantsto sendsensitivedatato Bob,she
encryptsthedatawith Bob's public key, which canbefound
in thedictionary. Thedatacanonly bedecryptedwith Bob's
privatekey, which is only known to him. Sinceit is com-
putationallyintractableto calculatethe privatekey from the
publickey, theinformationis transmittedsecurely.

Besides the widely-used RSA method [2], public-key
schemesbasedon elliptic curves(EC) have gainedmoreand
moreimportance.In 1985elliptic curvecryptography(ECC)
hasbeen�rst proposedby V. Miller [3] andN. Koblitz [4]. In
the following a lot of researchhasbeendoneandnowadays
ECCis widely known andaccepted.BecauseEC methodsin
generalarebelieved to give a highersecurityper key bit in
comparisonto RSA, onecanwork with shorterkeys in or-
der to achieve thesamelevel of security(1024RSA-bitsare
equivalentto 160EC-bits[5]). Thesmallerkey sizepermits
morecost-ef�cient implementations,which is of specialin-
terestfor low-costandhigh-volumesystems.

Recently, Atmel, Inc. introducedtheir new AT94K fam-
ily of FPSLIC devices (Field ProgrammableSystemLevel
IntegratedCircuits). This architectureintegratesFPGA re-
sources,an AVR microcontrollercore, several peripherals
and SRAM within a single chip. This platform is appeal-
ing for the implementationof prototypesand systemswith
a low productionvolume. Basedon HW/SW co-designand
co-veri�cation methodologiesaimingat FPSLIC,this archi-
tectureis perfectlysuitedfor Systemon Chip (SoC) imple-
mentations.

Thispaperis focusingona FPSLICbasedHW implemen-
tation of a Finite Field coprocessorfor the accelerationof
ECC.A varietyof fastEC cryptosystemscanbebuilt by dis-
posing the proposedsystempartitioning. Running the EC
levelalgorithmsin SWontheAVR microcontrollerallowsfor
algorithmic �e xibility while the HW accelerated�nite �eld
arithmeticcontributestherequiredperformance.

Themathematicalbackgroundof elliptic curvesand�nite
�elds is explainedin the following section.In Section3 the
FPSLICplatform is introducedandSection4 dealswith the
architectureandimplementationof theFinite Field coproces-
sor. Finally, we givesomeperformancenumbersandconclu-
sions.



2 Mathematical Background

Thetheoryof elliptic curvescanbeappliedin differentways
in order to obtain a cryptosystem. In this sectionwe will
considerthe exampleshown in Fig. 1, but we will not de-
tail the ElGamalcryptosystem[6]. It is essentiallya pub-
lic key cryptosystembasedon theresultson which W. Dif �e
andM. Hellmanreportin [1]. We will just brie�y review the
Dif�e-Hellman Key Exchangeschemeandshow how theel-
liptic curve theorycanbe appliedto it. Furtheron, we will
give an introductionto elliptic curvesand�nite �elds. The
goalis to comeupwith thealgorithms,whichcanbeacceler-
atedusingtheproposedcoprocessor. A completedescription
on how thesealgorithmsarederived is far behindthe scope
of this paper. Most equationsstatedin this sectionaretaken
from [7] and [8], the latter one giving a good introduction
from the implementor's point of view. A detailedandmore
theoreticaldescriptioncanbefoundin [9].
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Figure1: Layersof anEC basedcryptosystem

2.1 Dif�e-Hellman KeyExchange

With theDif �e-Hellman Key Exchangescheme[1] two users
cansecurelyexchangea key over an insecurechannel.The
schemeoperatesin anabeliangroup(G; � ) with thefollowing
property:Thereis anef�cient algorithmto compute

Q = f (n; P) : N � G ! G := P � P � : : : � P| {z }
n � times

; (1)

but applyingtheinversefunction

f � 1(P; Q) = min f njQ = f (n; P)g (2)

is computationallyintractable.
Given such a function f , two persons(Alice and Bob)

cannegotiatea secretkey in the following way over a pub-
lic channel (see Fig. 2): Alice choosesa random natu-
ral number X A , calculatesYA = f (X A ; P0) and trans-
mits YA (P0 2 G is a public value). Bob on the other
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Figure2: TheDif�e-Hellman Key Exchange

hand randomlychoosessomenumberX B and sendsover
YB , which is computedas f (X B ; P0). Both, Alice and
Bob cannow easilycomputea commonsecretkey K AB =
f (X A ; YB ) = f (X A ; f (X B ; P0)) = f (X A X B ; P0) =
f (X B ; f (X A ; P0)) = f (X B ; YA ).

Eve, the eavesdropper, haslistenedto thecommunication
andthusknows P0, YA andYB . Thereis no known way for
Eveto computeK AB withoutapplyingf � 1. Sinceit is com-
putationallyintractableto determinef � 1, K AB is not com-
promised.

The appliedabeliangroup in the original versionof the
Dif �e-Hellman Key Exchangeschemeis the �nite set of
wholenumbersmoduloa largeprimenumberp togetherwith
thecorrespondingmultiply operation.The function f is the
modularexponentiationQ = f (n; P) = P n and can be
computedef�ciently with the fast exponentiationalgorithm.
Computingthe inversefunctionn = f � 1(P; Q) = log P Q
is known asthediscretelogarithmproblemandsofarnobody
cameup with anef�cient algorithm. As detailedin Sec.2.2,
the set of points on an elliptic curve togetherwith a well-
de�ned operationalsoforms an abeliangroupwhich canbe
applied,e.g.to theDif �e-Hellman Key Exchangeschemeal-
ternatively.

2.2 Elliptic CurveArithmetic

An elliptic curveE is de�ned asthecubicequation

E : y2 + a1xy + a3y = x3 + a2x2 + a4x + a6 (3)

with a1; : : : ; a6; x andy rangingover any givenalgebrathat
meetsthe �eld axioms. Fig. 3 illustratesan examplewhere
the underlying�eld is the setof real numbersR with a1 =
a2 = a3 = a6 = 0 anda4 = � 7.

In orderto constructan abeliangroupbasedon thesetof
pointsonanelliptic curve,somegroupoperation(historically,
but alsoarbitrarilycalledaddition) hasto bede�ned. Thead-
dition of two pointsP; Q 2 E is de�ned as follows: First
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Figure3: E : y2 = x3 � 7x

a straightline is drawn throughP andQ. If thereis a third
intersectionpoint with thecurve (� R), this point is mirrored
at the x axis andR = P + Q is the result. Otherwisethe
result is O, someimaginarypoint at in�nity , which is the
group's neutralelement. The setof pointsandO, together
with thedescribedpointadditionoperationmeetstheaxioms
of anabeliangroup.

For cryptographicapplicationsa �nite �eld is usedasthe
underlyingalgebraof the elliptic curve1. The proposedFi-
nite Field coprocessor(detailedin Sec.4) providesalgebraic
operationsfor �nite �elds of characteristic2, the so-called
GaloisFields.

2.3 Finite Field Arithmetic

Thesmallestimaginable�nite �eld is thesetB = f 0; 1g with
� (XOR) astheadditive, � (AND) asthemultiplicative op-
erationand0 and1 the correspondingneutralelements,re-
spectively. Its elementscanbestoredin a singlebit.

The setPB(x) = f
P 1

i =0 ai x i j ai 2 Bg of polynomials
with coef�cients in B togetherwith the additive neutralele-
ment0x0, the multiplicative neutralelement1x0 andpoly-
nomialadditionandmultiplicationoperationsconstitutesan-
other�eld, but with an in�nite numberof elements.It' s ele-
mentscanbestoredin bit strings,but it is notpossibleto give
anupperboundon their length.

A Galois Field GF(2n ) can be constructedby modular
arithmeticout of PB(x). The modulusin this caseis a de-
green prime polynomial,which is a polynomial that is not
theproductof two othersof lower degree.Theset,which is
underlyingtheGaloisField, is the�nite setof residueclasses
of polynomialsmodulotheprimepolynomial. Eachresidue
classhasa representativepolynomialwith a degreelessthan
n. Therefore,eachelementof theGaloisField canbestored
in a bit stringof lengthn.

Let's look at someexamples.SupposepolynomialsP, A
andB whicharede�ned asfollows:

primeP : x4 + x + 1 = 100112
A : x3 + x = 10102

B : x2 + x + 1 = 01112

1Thein�nite �eld R is usedin Fig. 3 in orderto easetheillustration.

Thesumof two polynomialscorrespondsto abitwiseaddi-
tion modulo2 of their binaryrepresentations,which is iden-
tical to abitwiseXOR.

A + B = x3 + x2 + (1 � 1)x + 1
= x3 + x2 + 1
= 10102 � 01112

= 11012

Multiplication of two polynomialscanbe calculatedwith
the school-method,where addition again is executed as
shown above:

A � B = 10102 � 01112

10102

� 10102

� 10102

1101102

Finally, the result is divided by the prime polynomialP.
Theremainderis a representative of theresidueclass,which
canbestoredin abit stringof lengthn:

110110� 10011= 11 (quotient)
� 10011

10000
� 10011

11(remainder)

Thus10102 � 01112 � 00112 mod 100112.

2.4 Karatsuba Multiplication

To performa n-bit multiplicationwe needan algorithmthat
dividesthen-bit multiplication into severalonebit multipli-
cations,which aretheonly multiplicationsthat canbecom-
puteddirectly (i.e.,by anAND-gate).

This can be doneby the classicalschoolmethod,which
allows to divide a n-bit multiplication into several n=2-bit
multiplicationsby thefollowing equation:

(A1xn= 2 � A0) � (B1xn= 2 � B0)
= A1B1xn � A1B0xn= 2 � A0B1xn= 2 � A0B0

= A1B1xn � (A1B0 � A0B1)xn= 2 � A0B0

As onecanseethismethodneeds4 n=2-bit multiplications
and3 n-bit additions.

In 1963A. KaratsubaandY. Ofmandescribedadivideand
conquermultiplication algorithm[12], which is quite useful
in ourcase.

Using their algorithm, n-bit multiplications are divided
into n=2-bit multiplicationsby thefollowing equation:

(A1xn= 2 � A0) � (B1xn= 2 � B0) =
A1B1xn � (A1B0 � A0B1)xn= 2 � A0B0

by de�ning someadditionalpolynomials:

T1 = A1B1

T2 = (A1� A0)(B1� B0) = (A1B0� A0B1)	 A1B1	 A0B0

T3 = A0B0
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onegets

(A1xn= 2 � A0) � (B1xn= 2 � B0) =
T1xn � (T1 	 T2 	 T3)xn= 2 � T3

andsince	 and� areequalin GF(2n )

= T1xn � (T1 � T2 � T3)xn= 2 � T3

This methodneedsonly 3 n=2-bit multiplications,but 3
n-bit additionsand2 n=2-bit additions. In GF(2n ), where
multiplication is a quiteexpensive operationandanaddition
canbe performedat nearlyno costs(sincean XOR is very
small on an FPGA and no carry bits exist), the Karatsuba-
algorithmis thebestchoicefor our implementation.

With thisalgorithm,wecanbuild ann-bit multiplierby just
using3 n=2-bit multipliers andsomeXORs. Thesen=2-bit
multiplierscanbebuilt by 3 n=4-bit multiplierseachandso
on until onereachesa one-bitmultiplier (which is anAND).
Alternatively, onecanstopat somesmall bitwidth andper-
form themultiplicationby a lookuptable.

3 Hardware Platform

The AT94K FPSLIC product family (see[10] and Fig. 4)
from Atmel, Inc. integratesup to 40K gatesof FPGA re-
sources,anAVR 8-bit RISCmicrocontrollercore,severalpe-
ripheralsandup to 36K BytesSRAM within a singlechip.
The AVR microcontrollercoreis a commonembeddedpro-
cessor, e.g.,on SmartCardsandis alsoavailableasa stand-
alonedevice. TheAVR is capableof 129instructionsthatcan
mostlybeperformedwithin asingleclockcycle. This results
in a 20+MIPSthroughputat 25MHz clock rate.

Figure4: Atmel AT94K FPSLICarchitecture

TheFPGAresourceswithin theAT94K devicesarebased
on Atmel's AT40K FPGA architecture.A specialfeatureof
this architectureareFreeRamTM cells which are locatedat
thecornersof each4x4 cell sector. Using thesecells results
in minimal impacton bus resourcesandby that in fastand
compactFPGAdesigns.TheFPGApart is connectedto the
AVR overan8-bit databus.

Both,theAVR microcontrollercoreandtheFPGApartare
connectedto the embeddedmemoryseparately. Up to 36K

BytesSRAM areorganizedas20K Bytesprogrammemory,
4K Bytesdatamemoryand12K Bytesthatcandynamically
allocatedasdataor programmemory.

4 Ar chitecture and Implementation

An idealHW/SWpartitioningtargetingtheFPSLICplatform
for anECbasedcryptosystemdependsonseveralparameters.
As statedbefore,the �nite �eld arithmeticis the most time
critical part of an EC cryptosystem.Dependingon the uti-
lized key sizeandthe amountof availableFPGA resources
the �nite �eld operationscan be run more or less in HW.
Therefore,�e xibility within theHW design�o w is essential.
In orderto ensurethis �e xibility aVHDL generatorapproach
(similar to that onedocumentedin [11]) wasusedto derive
VHDL modelsof the�nite �eld arithmeticwhichareadapted
to thekey sizen.

4.1 CoprocessorAr chitecture

Oneof therequirementsfor theproposedcoprocessordesign
wasscalabilityover the whole FPSLICfamily. Particularly
thelow cost� FPSLIC,whichhasonly 5k gateequivalents,is
quite interestingregardingeconomiccriteria. On this device
it is not achievable to implementa completemultiplier for
any bit width, which canberegardedadequateeven for low
securityapplications.Thus,we decidedfor a design,which
canspeedup the multiplication operationfor any bit width,
but leavesa fair amountof work to be doneby softwareon
themicrocontroller.
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Figure5: GenericCoprocessorarchitecture

Fig. 5 shows the structureof the coprocessor, which is
build arounda combinatorialKaratsubamultiplier. The two
operandregisterson the left are shift registers,which shift
in 8 bits of datafrom the AVR databus at every write ac-
cess.Theresultregisterat theright of Fig. 5, hasto betwice
aswide astheoperandregisters;it canbe loadedin parallel
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with theproductandshiftsout 8 bits of theresultto thedata
busat every readaccess.

The signalsIOSEL0. . . IOSEL15are sixteenI/O selector
lines,whichcanberaisedby theAVR andcanbeinterpreted
in anarbitraryway by theperipheraldevice implementedin
theFPGA.Our designappliestheIOSEL15signalasa reset
(which meansthata reador write accessto theFPGA,while
I/O selectorline 15 is raised,resultsin a reset.) IOSEL4is
usedto write to the operandregisterB, IOSEL0to write to
operandregisterA or to readfrom theresultregister. IOSEL8
is usedin an unconventionalway; on a reador write access
with arbitrarydataandthisselectorline raised,theresultreg-
isterlatchesin theoutputof thecombinatorialKaratsubamul-
tiplier.

In orderto attainscalabilitywe adopteda generatorbased
design �o w. The generatoris given the bit width of the
operandregistersasa paramter(which,dueto the8 bit wide
databus, has to be a multiple of eight) and computesthe
VHDL codefor the coprocessor, which can then be fed to
commercialsynthesisandplacementandrouting tools. This
allowsoptimalresourceusagefor all instancesof theFPSLIC
family. In Sec.5 we reporton theachievablebit widthsand
performancegainsfor someof them. Thenext sectionillus-
tratesthe generatorprocessfor the combinatorialKaratsuba
multiplier.

4.2 Combinatorial Karatsuba Multiplier

Like statedbeforein Sec.2.4andshown in Fig. 6atheprod-
uct of two onebit polynomialsis computedby a singleAND
operation.

With Karatsuba's divide andconquermultiplication algo-
rithm, a multiplicationof two n-bit polynomialscanbecom-
putedwith threen=2-bit multiplicationsandsomeadditions
(which areXOR's in our case)to determineinterim results
and accumulatethe �nal result. This leadsimmediatelyto
a recursive constructionprocess,which builds combinatorial
Karatsubamultipliersof width n = 2m for arbitrarym 2 N
(seeFig. 6.) With slight modi�cations, this schemecanbe
generalizedto supportarbitrarybit widths.

To determinethe numberof gatesthat constitutea n-bit
multiplier wetakealookatFig.7. In additionto theresources
of thethreeincludedn=2-bit multipliers,2(n=2) = n 2-input
XOR's areneededto computethesub-terms(A1 � A0) and
(B1 � B0) of T2. As canbeseenfrom the�gure, in addition
2(n=2� 1)= (n � 2) 4-inputXOR's(light gray)and1 3-input
XOR (darkgray)arenecessaryto addup theproduct.Thus,
we can calculatethe numberof gatesof a n-bit Karatsuba
multiplier asfollows:

AN D2(n) =
�

1 n = 1
3 � AN D2(n=2) n > 1

X OR2(n) =
�

0 n = 1
n + 3 � X OR2(n=2) n > 1

X OR3(n) =
�

0 n = 1
1 + 3 � X OR3(n=2) n > 1

c
2
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Figure 6: Recursive constructionprocessfor polynomial
Karatsubamultipliers
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X OR4(n) =
�

0 n = 1
n � 2 + 3 � X OR4(n=2) n > 1

Somegatecountsfor multipliers of variousoperandbit
widthsaresummarizedin thefollowing tableandin Fig. 8.

Bit Width 1 2 4 8 16 32 64

AN D2 1 3 9 27 81 243 729
X OR2 0 2 10 38 130 422 1330
X OR3 0 1 4 13 40 121 364
X OR4 0 0 2 12 50 180 602
SUM 1 6 25 90 301 966 3025

4
8
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32

64

XOR3

XOR4

AND2

XOR2

SUM 
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Figure8: Karatsubamultiplier gatecount

5 Resultsand Conclusion

Speedingup themosttime critical partof public-key crypto
schemesenablesthe use of thesemethodswithin systems
with relatively low computingpower. By exploiting thepre-
sentedFinite Field coprocessora reasonablespeedupof el-
liptic curvecryptosystemscanbeachieved.

Two different hardware acceleratedmultipliers are com-
paredto a puresoftwareimplementation,all multiplying two
128bit polynomials.Thesoftware,a manuallyoptimizedas-
semblerimplementationtakes5409cycles.

Usinga 32 bit hardwaremultiplier resultsin a speedupof
factor 3, sincea multiplication takes 1791 cycles. The 32
bit hardwaremultiplier �ts ontheAT94K40using53%of the
availableresources.A 48bit multiplier wasalsoimplemented
on theAT94K40,but sincethis versionwould not becompa-
rableto theotherimplementationsin anobviousway, we do
not reporton it' sperformance.

With the � FPSLIC an 8 bit multiplier is possible. This
leadsto 3384cyclesfor the128bit multiplication,whichcor-
respondsto a speedupfactorof 1.6.

Device Clock Speedup FPGA
Cycles Utilization

AVR MCU 5409 1.0 N/A
AT94K5 3384 1.6 43%
AT94K40 1791 3.0 53%

Currentlywe areworking on a multiplier version,which
will supplementthe presentedcombinatorialmultiplier by
sequentiallogic andwideroperandandresultregisters.With
thisapproach,it shouldbepossibleto computea113bit wide
multiplicationplusthenecessaryreductionin approximately
20 clock cycles. However, this designwill probablyonly �t
on theAT94K40,Atmel's largestFPSLICdevice.
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