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Abstract

Theperformancef elliptic curvebasecdublickey cryptosys-
temsis mainly appointedby the ef ciency of the underlying
nite eld arithmetic. This work describesa recon gurable
nite eld multiplier, which is implementedwithin the lat-
estfamily of Field ProgrammableéSystemLevel Integrated
Circuits FPSLIC from Atmel, Inc. The architectureof the
coprocessois adaptedrom Karatsubas divide andconquer
algorithmandallowsfor areasonablepeedupf thetop-level
publickey algorithms.TheVHDL hardwaremodelsareauto-
matically generatedasedon aneligible operandsize,which
permitstheoptimalutilizationof aparticularFPSLICdevice.

1 Intr oduction

Todaythereexistsawide rangeof distributedsystemswhich

use communicationresourceghat can not be safeguarded
againsteavesdroppingpr unauthorizedataalteration. Thus
cryptographigrotocolsareappliedto thesesystemsn order
to preventinformationextractionor to detectdatamanipula-
tion by unauthorizegarties.

Each application has different demandson the utilized
cryptosystenie.g.,in termsof requiredbandwidth,level of
security incurred cost per node and numberof communi-
cating partners.) The major market shareprobablyis occu-
pied by thelow-bandwidth Jow-costandhigh-volumeappli-
cations,most of which are basedon SmartCardsr similar
low compleity systems.Examplesaregiven by the mobile
phoneSIM cards the GermanGeldKarteandvariousaccess
controlor electronicpaymentsystems.

Dependingon the underlying algorithms, today's cryp-
tosystemdall in oneof two categyories: symmetricor asym-
metriccryptosystems.

In symmetriccryptosystems singlekey is usedfor both,
the encryptionandthe decryptionprocess.This implies that
thekey hasto be known by both communicatingpartiesand
thus must have beentransmittedthrougha securechannel
beforehand.Spontaneousecurecommunicationswhich is
necessaryn mary epplications(e.g.,in electronicpayment
systems)s notpossible.

In asymmetriqakapublic key) cryptosystemsas rst pro-
posedin [1], eachparticipanthastwo keys, oneof which is
thepublic key andthe othertheprivatekey. While theprivate

key is only known by its owner, thecorrespondingublic key
is publishedin a dictionaryandthuspublicly accessibleFor
instancewhenAlice wantsto sendsensitve datato Bob, she
encryptsthe datawith Bob's public key, which canbe found
in thedictionary Thedatacanonly bedecryptedvith Bob's
private key, which is only known to him. Sinceit is com-
putationallyintractableto calculatethe privatekey from the
public key, theinformationis transmittedsecurely

Besidesthe widely-used RSA method [2], public-key
schemedasedon elliptic curves(EC) have gainedmoreand
moreimportanceln 1985elliptic curve cryptography(ECC)
hasbeenrst proposedy V. Miller [3] andN. Koblitz[4]. In
the following a lot of researchhasbeendoneandnowadays
ECCis widely known andacceptedBecausdeC methodsn
generalare believed to give a higher securityper key bit in
comparisonto RSA, one canwork with shorterkeys in or-
derto achieve the samelevel of security(1024RSA-bitsare
equivalentto 160 EC-bits[5]). The smallerkey size permits
more cost-efcient implementationswhich is of specialin-
terestfor low-costandhigh-volumesystems.

Recently Atmel, Inc. introducedtheir new AT94K fam-
ily of FPSLIC devices (Field ProgrammableSystemLevel
IntegratedCircuits). This architectureintegratesFPGA re-
sources,an AVR microcontrollercore, several peripherals
and SRAM within a single chip. This platform is appeal-
ing for the implementationof prototypesand systemswith
alow productionvolume. Basedon HW/SW co-designand
co-veri cation methodologiesimingat FPSLIC,this archi-
tectureis perfectly suitedfor Systemon Chip (SoC)imple-
mentations.

This paperis focusingon a FPSLICbasedHW implemen-
tation of a Finite Field coprocessofor the acceleratiorof
ECC.A varietyof fastEC cryptosystemsanbebuilt by dis-
posingthe proposedsystempartitioning. Runningthe EC
level algorithmsin SWontheAVR microcontrollerallowsfor
algorithmic e xibility while the HW acceleratednite eld
arithmeticcontributestherequiredperformance.

The mathematicabackgroundf elliptic curvesand nite
elds is explainedin the following section.In Section3 the
FPSLICplatformis introducedand Section4 dealswith the
architectureandimplementatiorof the Finite Field coproces-
sor. Finally, we give someperformancenumbersandconclu-
sions.



2 Mathematical Background

Thetheoryof elliptic curvescanbe appliedin differentways
in orderto obtain a cryptosystem. In this sectionwe will
considerthe example showvn in Fig. 1, but we will not de-
tail the EIGamalcryptosystem6]. It is essentiallya pub-
lic key cryptosystenbasedon the resultson which W. Dif e
andM. Hellmanreportin [1]. We will justbrie y review the
Dif e-Hellman Key Exchangeschemeandshow how the el-
liptic curve theorycanbe appliedto it. Furtheron, we will
give anintroductionto elliptic curvesand nite elds. The
goalis to comeup with thealgorithms which canbeacceler
atedusingthe proposedoprocessorA completedescription
on how thesealgorithmsarederivedis far behindthe scope
of this paper Most equationsstatedin this sectionaretaken
from [7] and[8], the latter one giving a good introduction
from the implementors point of view. A detailedand more
theoreticaldescriptioncanbefoundin [9].
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Figurel: Layersof anEC basedcryptosystem

2.1 Dif e-Hellman KeyExchange

With the Dif e-Hellman Key Exchangeschemd1] two users
cansecurelyexchangea key over aninsecurechannel. The

schemeperatesn anabeliangroup(G; ) with thefollowing

property: Thereis anef cient algorithmto compute

Q=f(MmP):N G! G:=|3 P{Z::: P}; (1)
n times
but applyingtheinversefunction
f 1(P;Q) = minfnjQ = f(n;P)g 2

is computationallyintractable.

Given sucha function f , two persons(Alice and Bob)
canngyotiatea secretkey in the following way over a pub-
lic channel(see Fig. 2): Alice choosesa random natu-
ral number X, calculatesYs, = f(Xa;Pp) and trans-
mits Ya (Po 2 G is a public value). Bob on the other
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Figure2: TheDif e-Hellman Key Exchange

hand randomly choosessomenumberX g and sendsover
Ys, which is computedas f (Xg;Pg). Both, Alice and
Bob cannow easilycomputea commonsecretkey K ag =
f(Xa;Ys) = f(Xa;f(Xg;Po)) = f(XaXg;Po) =
f (XB;f (XA;Po)) = f(XB;YA).

Eve, the eavesdropperhaslistenedto the communication
andthusknows Pg, Ya andYg. Thereis no known way for
Eveto computeK og withoutapplyingf ®. Sinceit is com-
putationallyintractableto determinef !, K og is notcom-
promised.

The appliedabeliangroup in the original versionof the
Dif e-Hellman Key Exchangeschemeis the nite set of
wholenumberamoduloalarge primenumbermp togethemwith
the correspondingnultiply operation. The functionf is the
modular exponentiationQ = f(n;P) = P" andcanbe
computedef ciently with the fast exponentiationalgorithm
Computingthe inversefunctionn = f 1(P;Q) = logp Q
is known asthediscretelogarithmproblemandsofar nobody
cameup with anef cient algorithm. As detailedin Sec.2.2,
the set of pointson an elliptic curve togetherwith a well-
de ned operationalsoforms an abeliangroupwhich canbe
applied,e.g.to the Dif e-Hellman Key Exchangeschemeal-
ternatively.

2.2 Elliptic Curve Arithmetic

An elliptic curve E is de ned asthe cubicequation

E: y2+ aixy + agy = X3+ ax? + ayx + ag

(3)

meetsthe eld axioms. Fig. 3 illustratesan examplewhere
the underlying eld is the setof real numbersR with a; =
a=az=ag=0anday= 7.

In orderto constructan abeliangroupbasedon the setof
pointsonanelliptic curve,somegroupoperation(historically,
but alsoarbitrarily calledaddition) hasto bede ned. Thead-
dition of two pointsP; Q 2 E is de ned asfollows: First
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Figure3:E : y?> = x3 7x

a straightline is drawvn throughP andQ. If thereis athird

intersectiorpointwith thecurve ( R), this pointis mirrored
atthex axisandR = P + Q is theresult. Otherwisethe
resultis O, someimaginary point at in nity , which is the

group's neutralelement. The setof pointsand O, together
with the describedoint additionoperationrmeetshe axioms
of anabeliangroup.

For cryptographicapplicationsa nite eld is usedasthe
underlyingalgebraof the elliptic curve®. The proposedFi-
nite Field coprocessofdetailedin Sec.4) providesalgebraic
operationsfor nite elds of characteristi?, the so-called
GaloisFields

2.3 Finite Field Arithmetic

Thesmallesimaginablenite eld isthesetB = f0; 1g with
(XOR) astheadditive, (AND) asthe multiplicative op-

erationand 0 and 1 the correspondingheutralelementsye-

spectvely. Its elemengscanbe storedin asinglebit.

ThesetPg(x) = f il:o aix' j & 2 Bg of polynomials
with coefcients in B togethemwith the additive neutralele-
ment0x°, the multiplicative neutralelement1x® and poly-
nomialadditionandmultiplication operationgonstitutesan-
other eld, butwith anin nite numberof elements.t's ele-
mentscanbestoredin bit strings,but it is notpossibleto give
anupperboundontheirlength.

A Galois Field GF(2") can be constructedoy modular
arithmeticout of Pg(x). The modulusin this caseis a de-
green prime polynomial, which is a polynomialthatis not
the productof two othersof lower degree. The set,whichis
underlyingthe GaloisField, is the nite setof residueclasses
of polynomialsmodulothe prime polynomial. Eachresidue
classhasa representatie polynomialwith a degreelessthan
n. Therefore eachelementof the GaloisField canbe stored
in abit stringof lengthn.

Let's look at someexamples. SupposegolynomialsP, A
andB whicharede ned asfollows:

primeP : x*+ x+ 1 = 1001%L
A x3+x = 1010
B: x2+x+1 =011

1Thein nite eld R is usedin Fig. 3 in orderto easetheillustration.

Thesumof two polynomialscorrespondso a bitwiseaddi-
tion modulo2 of their binary representationsyhich is iden-
tical to a bitwise XOR.

A+ B x3+x2+ (1 Dx+1
x2+x2+ 1
1016 O011%

1101,

Multiplication of two polynomialscanbe calculatedwith
the school-method,where addition again is executed as
shavn above:

A B = 1010 011%
101G
101G,

101G
110110

Finally, the resultis divided by the prime polynomial P .
Theremaindeiis a representatie of the residueclass,which
canbestoredin abit stringof lengthn:

110110 10011= 11 (quotient)
10011
10000
10011

11 (remainder)

Thus101G 0111, 001% mod 1001%.

2.4 Karatsuba Multiplication

To performa n-bit multiplication we needan algorithmthat
dividesthe n-bit multiplication into several onebit multipli-
cations,which arethe only multiplicationsthat canbe com-
puteddirectly (i.e.,by anAND-gate).

This can be doneby the classicalschoolmethod,which
allows to divide a n-bit multiplication into several n=2-bit
multiplicationsby thefollowing equation:

(A1x""2 Ag) (B1x"™? By)
= A]_Ban A]_Boanz AoB]_Xn:2 AoBg
= A]_B]_Xn (A]_Bo AoBl)Xn:2 AoBg

As onecanseethis methodneed#t n=2-bit multiplications
and3 n-bit additions.

In 1963A. KaratsubandY. Ofmandescribedadivideand
conquemultiplication algorithm[12], which is quite useful
in ourcase.

Using their algorithm, n-bit multiplications are divided
into n=2-bit multiplicationsby thefollowing equation:

(A1x"2  Ag) (B1x"™? Bo) =
A]_Ban (A]_Bo AoBl)Xn:2 AoBo
by de ning someadditionalpolynomials:
T = A1Bs
T2= (A1 Ao)(B1 Bo) = (A1Bo AoBi1) A1B1 AgBo
T3 = AoBo



onegets
(A1x"2 Ag) (B1x"™? Bo) =
T;LXn (Tl Tz T3)Xn:2 T3
andsince and areequalin GF(2")
=Tix" (T1 T2 Ta)x™2 Ty

This methodneedsonly 3 n=2-bit multiplications, but 3
n-bit additionsand 2 n=2-bit additions. In GF(2"), where
multiplicationis a quite expensve operationandan addition
canbe performedat nearly no costs(sincean XOR is very
small on an FPGA and no carry bits exist), the Karatsuba-
algorithmis the bestchoicefor ourimplementation.

With thisalgorithm we canbuild ann-bit multiplier by just
using 3 n=2-bit multipliers andsomeXORs. Thesen=2-bit
multipliers canbe built by 3 n=4-bit multipliers eachandso
on until onereaches one-bitmultiplier (whichis anAND).
Alternatively, one canstopat somesmall bitwidth and per
form the multiplicationby alookuptable.

3 Hardware Platform

The AT94K FPSLIC productfamily (see[10] and Fig. 4)
from Atmel, Inc. integratesup to 40K gatesof FPGA re-
sourcesanAVR 8-bit RISCmicrocontrollercore,severalpe-
ripheralsand up to 36K Bytes SRAM within a single chip.
The AVR microcontrollercoreis a commonembeddedro-
cessore.g.,on SmartCardsaindis alsoavailableasa stand-
alonedevice. The AVR is capableof 129instructionghatcan
mostly be performedwithin asingleclock cycle. Thisresults
in a20+ MIPSthroughputat 25 MHz clockrate.

Figure4: Atmel AT94K FPSLICarchitecture

The FPGAresourcewvithin the AT94K devicesarebased
on Atmel's AT40K FPGA architecture.A specialfeatureof
this architectureare FreeRam™ cells which are locatedat
the cornersof each4x4 cell sector Usingthesecellsresults
in minimal impacton bus resourcesand by thatin fastand
compact-PGA designs.The FPGA partis connectedo the
AVR overan8-bit databus.

Both,the AVR microcontrollercoreandthe FPGApartare
connectedo the embeddednemoryseparately Up to 36K

BytesSRAM areorganizedas 20K Bytesprogrammemory
4K Bytesdatamemoryand 12K Bytesthat candynamically
allocatedasdataor programmemory

4 Architecture and Implementation

An idealHW/SW patrtitioningtargetingthe FPSLICplatform
for anECbasectryptosystendepend®n severalparameters.
As statedbefore,the nite eld arithmeticis the mosttime
critical part of an EC cryptosystem.Dependingon the uti-
lized key size andthe amountof available FPGA resources
the nite eld operationscan be run more or lessin HW.
Therefore, e xibility within the HW design o w is essential.
In orderto ensurehis e xibility aVHDL generatoapproach
(similar to that onedocumentedn [11]) wasusedto derive
VHDL modelsof the nite eld arithmeticwhichareadapted
to thekey sizen.

4.1 CoprocessorAr chitecture

Oneof therequirementgor the proposed-oprocessodesign
was scalability over the whole FPSLIC family. Particularly
thelow cost FPSLIC,whichhasonly 5k gateequivalentsis
quiteinterestingregardingeconomiccriteria. On this device
it is not achievable to implementa completemultiplier for
ary bit width, which canbe regardedadequatevenfor low
securityapplications.Thus,we decidedfor a design,which
canspeedup the multiplication operationfor ary bit width,
but leavesa fair amountof work to be doneby software on
themicrocontroller
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Figure5: GenericCoprocessoarchitecture

Fig. 5 shaws the structureof the coprocessgrwhich is
build arounda combinatorialKaratsubamultiplier. The two
operandregisterson the left are shift registers,which shift
in 8 bits of datafrom the AVR databus at every write ac-
cess.Theresultregisterat theright of Fig. 5, hasto betwice
aswide asthe operandregisters;it canbe loadedin parallel



with the productandshiftsout 8 bits of theresultto the data
busateveryreadaccess.

The signalslOSELQ..IOSEL15are sixteenl/O selector
lines,which canberaisedby the AVR andcanbeinterpreted
in anarbitraryway by the peripheraldevice implementedn
the FPGA. Our designappliesthe IOSEL15signalasa reset
(which meanghata reador write accesdo the FPGA, while
I/O selectorline 15 is raised,resultsin a reset.) IOSELA4is
usedto write to the operandregister B, IOSELOto write to
operandegisterA or to readfrom theresultregister IOSEL8
is usedin an uncorventionalway; on a reador write access
with arbitrarydataandthis selectoline raised theresultreg-
isterlatchedn theoutputof thecombinatoriaKaratsubanul-
tiplier.

In orderto attainscalabilitywe adopteda generatobased
design ow. The generatoris given the bit width of the
operandegistersasa paramter(which, dueto the 8 bit wide
databus, hasto be a multiple of eight) and computesthe
VHDL codefor the coprocessgrwhich canthenbe fed to
commercialsynthesisandplacementaindrouting tools. This
allows optimalresourceusagdor all instance®f theFPSLIC
family. In Sec.5 we reporton the achiezablebit widthsand
performancegainsfor someof them. The next sectionillus-
tratesthe generatoiprocesdor the combinatorialKaratsuba
multiplier.

4.2 Combinatorial Karatsuba Multiplier

Like statedbeforein Sec.2.4 andshowvn in Fig. 6athe prod-
uct of two onebit polynomialsis computedoy a single AND
operation.

With Karatsubas divide and conquermultiplication algo-
rithm, a multiplication of two n-bit polynomialscanbe com-
putedwith threen=2-bit multiplicationsand someadditions
(which are XOR's in our case)to determineinterim results
and accumulatethe nal result. This leadsimmediatelyto

one bit polynomial
karatsuba multiplier

2
b two bit polynomial
) karat:

€ cq c

suba multiplier (KM2)

ag a\z a; a, by b, b\l by
! \

[ l I
Inigiggiplyn
KM2 W \L—,L JV_CD () KM2
KM2
—_——,

i ot
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c)

four bit polynomial

karatsuba multiplier

arecursve constructiorprocesswhich builds combinatorial Figure 6: Recursve constructionprocessfor polynomial
Karatsubamultipliers of width n = 2™ for arbitrarym 2 N karatsubanultipliers

(seeFig. 6.) With slight modi cations, this schemecanbe
generalizedo supportarbitrarybit widths.

To determinethe numberof gatesthat constitutea n-bit
multiplier wetake alook atFig. 7. In additionto theresources
of thethreeincludedn=2-bit multipliers,2(n=2) = n 2-input
XOR's areneededo computethe sub-termgA;  Ap) and
(B1 Byp) of T,. As canbeseenfrom the gure, in addition
2(n=2 1)= (n 2)4-inputXOR's(light gray)andl 3-input
XOR (darkgray)arenecessaryo addup the product. Thus,
we can calculatethe numberof gatesof a n-bit Karatsuba
multiplier asfollows:

_ 1 n=1

AND2(N) = 3 AND,(n=2) n> 1
_ 0 n=1
XORa(n) = 11 3 x OR2(n=2) n> 1
XORs(n) = O n=1

1+ 3 XOR3(n=2) n> 1

n/2-1._ 1 n/2-1 n/2
T | A=Ax"2A
& T B=Bx"¢B,
Ti=AB;
@ U2 TA(A+A)(B1+By
@ Ty T=ABy
oL |

AB

2n-1

Figure7: KaratsubaMultiplication



0 n=1

XORa(n) = = 5, 3 XOR4(n=2) n>1

Somegate countsfor multipliers of various operandbit
widthsaresummarizedn thefollowing tableandin Fig. 8.

[Bitwidth [1[2] 4] 8] 16] 32| 64|
AND, [ 1[3] 9]27] 81243 729
XOR, ||0|2|10|38| 130|422 1330
XOR; [ 0|1 4]13| 40| 121| 364
XORs ||0]|0| 2|12] 50180 602
[SUM [ 1[6]25] 90 301] 966 3025|

gate count

SUM
XOR2

2
gate type

2
bit width 3 64

Figure8: Karatsubanultiplier gatecount

5 Resultsand Conclusion

Speedingup the mosttime critical partof public-key crypto
schemesenablesthe use of thesemethodswithin systems
with relatively low computingpower. By exploiting the pre-
sentedFinite Field coprocessoa reasonablespeedupmf el-
liptic curve cryptosystemsanbeachiered.

Two different hardware acceleratednultipliers are com-
paredto a puresoftwareimplementationall multiplying two
128bit polynomials.The software,a manuallyoptimizedas-
sembleliimplementatiortakes5409cycles.

Using a 32 bit hardwaremultiplier resultsin a speedupf
factor 3, sincea multiplication takes 1791 cycles. The 32
bit hardwaremultiplier ts onthe AT94K40using53%o0f the
availableresourcesA 48bit multiplier wasalsoimplemented
onthe AT94K40, but sincethis versionwould not be compa-
rableto the otherimplementationsn an obviousway, we do
notreportonit's performance.

With the FPSLIC an 8 bit multiplier is possible. This
leadsto 3384cyclesfor the128bit multiplication,which cor-
respondgo a speedugactorof 1.6.

Device Clock | Speedup FPGA
Cycles Utilization
AVR MCU 5409 1.0 N/A
AT94K5 3384 1.6 43%
AT94K40 1791 3.0 53%

Currentlywe are working on a multiplier version,which
will supplementhe presentedcombinatorialmultiplier by
sequentialogic andwider operandandresultregisters.With
thisapproachit shouldbepossibleto computea 113bit wide
multiplication plusthe necessaryeductionin approximately
20 clock cycles. However, this designwill probablyonly t
onthe AT94K40,Atmel's largestFPSLICdevice.
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