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HIGH SPEED ELLIPTIC CURVE CRYPTO PROCESSORS:
DESIGN SPACE EXPLORATION BY MEANS OF RECONFIGURABLE
HARDWARE

Elliptic curve cryptography (ECC) has emerged in the recent past as an impor-
tant alternative to the well-known RSA public key scheme. The implementation of a
public key infrastructure (PKI) has to address aspects as low level as efficient hard-
ware implementations as well as higher level aspects such as integration with user
level programs. This paper reports on two representative aspects from this wide range
of topics. First, a highly scalable and performant multiplier for finite fields is pre-
sented. Then we illustrate the integration of cryptoprocessors developed at our insti-
tute into the commercial FlexiProvider system [1].

Efficient Finite Field Multiplication

The mathematical theory of elliptic curve cryptosystems exhibits a strictly lay-
ered architecture, where each layer provides increasingly complex operations for the
next higher layer [2]. While our research interest spans the complete spectrum[3], in
this section we will concentrate on the lowest layer, which adheres to the field axi-
oms. Most of the operations provided here are of low complexity, but their efficient
hardware implementation is fundamental for the overall encryption efficiency.

Digital systems can not handle infinite fields - thisis why all elliptic curve based
cryptosystems employ Galois Fields [4]. We concentrate on finite fields of the class
GF(2"), whose elements can be interpreted as polynomials of degree n-1 with binary
coefficients. These fields provide some features that allow for efficient implementa-
tion techniques in hardware. First, evidently field elements can be represented by bit
vectors of length n. Secondly, addition and subtraction are identical operations and
can be computed with a simple bit-wise exclusive or, but multiplication and inversion
are quite expensive operations. Several algorithms exist that reduce the number of
inversions to a point where the multiplication becomes the dominant factor in terms
of time and logic resources. Therefore we focus on the multiplication operation.

Depending on the application, polynomial degrees from 163 up to 253 are cur-
rently considered to provide an appropriate level of security for elliptic curve based
cryptographic applications. | mplementing the multiplication operation for these oper-
and widths combinational® would be prohibitively expensive. Therefore, a sequential
computation of intermediate results is needed, which exploits a given combinational
multiplier of reasonable size.

In 1962 Karatsuba and Ofman [5] reported on a multiplication scheme (KOA),
which computes the product of two n digit numbers with three n/2 digit multiplica-
tions and six additions. Compared to the straight forward “ schoolbook method” one
expensive multiplication is replaced by three cheap additions. Until today the recur-

* Combinational means herethat the resuilt is being computed in asingle clock cycle with a stateless circuit(e.g., ROM).

sive generalization of this scheme is the fastest known multiplication algorithm,
which does not rely on precomputations.

The KOA can easily be adapted for GF(2"): To compute the product of two n-1
degree polynomials both of them are split into two segments (A=A x"?A A, and
B =B, x"? A B,). With the three partial results T, =AB,, T,=(A A A)(B,AB, ad
T, = A,B, the product can be computed as AxB=Tx"A (T,AT,AT,)x"? AT,. Obvi-
ously, a recursive approach is possible to derive a multiplication algorithm that splits
the polynomials into four, eight or any number of segments being a power of 2. How-
ever, recursion does not lend itself very well to dedicated hardware implementations.
Furthermore, we observed during our studies that the constraints on the number of
segments are too restrictive to yield a good trade-off between requirements on time
and logic resources. As aresult of our work to circumvent these problems, we devel-
oped a modified KOA, which we call M ulti-Segment-Karatsuba (M SK).

The basic idea behind the MSK is to provide a scheme to derive multiplier im-
plementations with an arbitrary number of segments. Before we describe the general
MSK scheme, we will show by example how to derive a multiplier with three seg-
ments, i.e., MSK3. Using the following intermediate resullts,

&= x"3 A=A A ARA A B=B,X*A BXA B,

To=AB, =A% T,=A8,

T.=(AAA)XB,AB) T,=(AAA)XBAB,) T =(AAAAA)NB,ABAB,)
the MSK; can be denoted as:

AB=TX AT, ATAT)A TLAT, AT A (TLATAT)XAT,.
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Fig. 1: MSK3 scheme and the associated data path

Figure 1a) gives a graphical representation of the MSK3 algorithm, where e.g.
the block label “12" refersto Ty, and indicates which operand segments are added up
before they are multiplied.

Obviously, some intermediate results are used twice to compute the final result.
The results can always be grouped together to form one of the three possible patterns,
which can be seen in figure 1b). In order to be able to accumulate the end result in a



single shift register, these patterns are reordered by descending bit-position & . The
remaining degree of freedom in the pattern order is exploited to optimize the calcula-
tion of the multiplier operands. With the given pattern order in figure 1b) and the data
path shown in figure 1c) it is possible to compute a partial multiplication in each cy-
cle. These optimization techniques can be applied for any number of segments, as
detailed in [6].

By generalization, the following formulas can be applied to derive multiplica-
tion schemes for arbitrary segment numbers:

MK, (AB)= AS (AB)E" A A'S, (AB)xE™
where

Su(AB)= AS,(AB) A AS,. (AB) AM,,(AB)

I+m-1

S.(AB)=M,(AB) ad M, (AB)= A A x A B .

These formulas have been integrated in a generator program that, based on an
arbitrary operand bit-width and number of segments, produces synthesizable and effi-
cient VHDL code for complete elliptic curve coprocessors [3],[6].

Although the presented M SK approach has a slightly worse complexity class
than the recursive KOA, it provides much better adaptation possibilities to available
resources by supporting arbitrary numbers of segments. For the most interesting cases
of three to seven segments, our approach needs only 56%-66% of the multiplication
count required by the schoolbook method and for four segments just 11% more than
the recursive KOA. Furthermore, the optimizations mentioned above can not be ap-
plied to the KOA directly.

Target platform Atmel Xilinx
AT94K40| X CA085XLA | XC4085X LA | XCV405E

Finite field degree 113 191 239 409
Combinational multiplier width 23 64 60 82
MSK segments 5 3 4 5
Clock cycles per multiplication 17 8 12 18
Frequency [MHZ] 12 33 31 60
Device utilization [%0] 96 76 81 97

Tab. 1. Implementation Results

Various instances of the proposed MSK multiplier where incorporated into dif-
ferent elliptic curve cryptoprocessors implemented on FPGAS’. Some characteristic
numbers for the multiplier module are shown in table 1. The Atmel AT94K40 is a
low cost device with restricted logic resources. In contrast, the Xilinx devices can be
applied to cover the high throughput demands of dedicated server applications. The
high utilization on all devices demonstrates the scalability and the comparison to
similar architectures as outlined in [6] illustrates the efficiency of the proposed ap-
proach.

2 A field programmable gate array (FPGA) is a device that can be configured to behave like an arbitrary digital circuit.

Hardwar e Acceler ation for FlexiProvider

The Java Cryptography Architecture (JCA) provides an unified and standardized
interface for third party applications. Operations offered at this interface abstract
from the specific public key algorithms® and thus allow for transparent interchange
of, e.g., RSA and ECC. The actual algorithms are made available by an underlying
Cryptographic Service Provider. The FlexiProvider has been developed at the Insti-
tute for Cryptography and Computer Algebra at TU Darmstadt. It is available as open
source and thus easily extendable. Figure 2 illustrates the FlexiProvider / JCA inte-
gration, in [7] more details are to be found.

Especially on the server side the Java
implemented FlexiProvider may not pro-
vide sufficient throughput. This is why a
hardware elliptic curve cryptoprocessor
(ECCP) was integrated for acceleration.

Since the software drivers necessary to

access the ECCP are available for C only,

the provided operations are encapsulated

in a dynamic link library and are accessed

via the Java Native Interface (JNI). The Fig. 2: Java Cryptographic Architecture
hardware acceleration is completely trans-

parent: If a run time check in FlexiProvider yields that the ECCP is not available, an
aternative software implementation is used instead. The communication overhead
due to JNI and PCI bus transfers is in the range of 0.3 ms only and thus not relevant
for complex operations such as digital signature generation and verification. The
achieved speedups reach factors of up to 37 depending on the key bitwidth.
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3 The operation GenerateKeyPair, e.g., may beimplemented for different public key systems.



